Hpuio:xkenne Ne2. UndopMannoHHas mnaMaTKa 1JI 00y4arOmUXCcs AJIA pa3MellleHusl Ha
opunmnaabubix UHTEpHET-pecypcax

C KaXJbpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, MOMHUMO OIpPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa MmaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii BUPYC — 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTrPaMM, OTIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXEHHIO. B JomonHeHune K 3ToMy,
BUPYCBI MOT'YT ITOBPEAUTH WM MOJTHOCTbIO YHUUYTOXKUTH BCe (DaiIbl U JaHHBIE, IOJAKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3allyllleHa 3apaXEHHAsl IpOrpaMMa, a TaKKe MOBPEIUTh
WIN J1aKe YHUYTOXXUTh ONEPALMOHHYIO0 CUCTEMY CO BceMH (aiiamu B 11esioM. B GosibinHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYChl UYEPE3 UHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamM:

1. Hcnonb3y#l cCOBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIUE CEPhE3HBIA YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPAMM;

2. IlocrossHHO ycTaHaBiMBai nauTd (UUGPOBBIE 3aIUIATKU, KOTOpbIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCS C LENBIO JOpaOTKH MPOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOEH
ornepalnoHHOM cucteMbl. CkaunBail X TOJBKO C OQUIMATIBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peKuM aBTOMATHUYECKOTO OOHOBIICHUS, BKIIFOYH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE MO/ TPaBaMu I0JIb30BaTeNs, & HE aIMUHHCTPATOPA.
3T0 HEe NO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX POrpaMM HHCTAJUIMPOBATHCSI HA TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MTPOTrPAMMHBIE MPOTYKThI U3BECTHBIX MTPOU3BOJUTENEH, C

aBTOMaTHYECKUM OOHOBIJIEHUEM 0a3;

Orpanuyb pU3NYECKHI TOCTYN K KOMIBIOTEPY AJISl HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHHE HOCUTEIN UH(DOPMAINK, TaKue Kak (hiIelka, TMcK win ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkppiBali KOMIBIOTEpHBIE (halIbl, MOJyYEeHHbIE U3 HEHAIEXKHBIX HCTOYHHUKOB.
Haxxe Te aiinbl, KOTOpble Mpucial TBOM 3HakoMblid. Jlyumie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - 310 He BUI niepeiauu TaHHBIX, HE TEXHOJIOTHS, 8 BCETO JIMIIb OpeH I, Mapka. Emre
B 1991 rony Huaepnanackas koMmranus 3apeructpupoBana openn « WECA», uro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCS Kak «0eCTpOBOAHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM JoOlUIa Jpyras a0OpeBuarypa, KOTOpasl SBISETCS TaKOW Ke
TexHoyorueit. 3to abopesuarypa « Wi-Fiyn. Takoe Ha3zBaHue ObLTO JaHO C HAMEKOM Ha CTaHAApPT
BBICIINI 3BYyKOBOU TexHukH Hi-Fi, 4To B mepeBo/ie 03Ha4YaeT «BBICOKASI TOUHOCTHY.

Ja, OGecrmaTHBIM WHTEPHET-AOCTYI B Kade, OTEeNsIX U a’pomopTax SBISETCS OTIMYHOM
BO3MOYKHOCTBIO BBIX0/1a B HHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO 00MIe10CcTymHbIe Wi-Fi

CETH HE SIBJISIOTCS 0€30IaCHBIMHU.

Cogersl 110 Oe30macHOCTH paboTre B 00mIea0CcTymHbIX ceTsix Wi-fi:
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He mepenasaii cBoro nuuHyro uH(popmaiuioo depes obmiemoctynHeie Wi-Fi cern.
Pabotast B HUX, JKeJaTeIbHO HE BBOJUTD MTAPOJIH I0CTYTIA, IOTHHBI U KAKHE-TO HOMEpa;
Hcnonb3yit u 0OOHOBIIANH aHTUBUPYCHBIE TPOrpaMMBbl U OpaHaMayep. TeM cambIM Thl
o0e3omacuib cedst OT 3aKaYKu BUPYyca HA TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi oTkmoun Qyskmuioo «OOmmii goctyn k dainam u
npuntepam». JlanHas QYHKUOUS 3aKpbiTa 1O YMOJTYaHHIO, OJHAKO HEKOTOPHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIONIb30BaHUs B paboTe min yueoe;

He ucnone3yit myonuunsiii WI-FI s mepenayn TUYHBIX JaHHBIX, HampuUMep s
BBIXO/Ia B COIIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

Nnonp3yii Tonpko 3amuiueHHoe coeauHenue uyepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOunbHOoM Tenepone otkmoun  Qyskuuioo  «llogkmouenne k- Wi-Fi
aBTOMaTuyecku». He fgormyckail aBTOMaTH4eCKOro MOAKIIOYEHUS YCTPOICTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasbHble CETH aKTUBHO BXOJAT B HAIlly )KM3Hb, MHOTHE JIFOAU PaOOTaIOT U XKHUBYT TaM
HoCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SBJISIETCA OJHOU
CeIbMOI BCEX JKUTENIeH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHs,
pasMelleHHas UMH B COLIMAJIbHBIX CETSAX, MOXKET ObITh HalJJIeHa U UCIOJb30BaHA KEM YI'OJHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OcCHOBHBIE COBETHI IO O€30IaCHOCTH B COIMaJIbHBIX CCTAX:

1.

2.

Orpanuub CHucok apy3ei. Y TeOs B ApPY3bSX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIIOJICH;

3amuiiail cBO 4YacTHYIO kH3Hb. He ykasbiBail mapomnu, TeiaedoHbI, ajapeca, HaTy
TBOETO POXIEHUA W JPYryl JHWYHYI0 HHPOPMALMIO. 3JIOYMBIIIEHHUKH MOTYT
WCIONIb30BaTh JakKe MH()OPMAIMIO O TOM, KaK Thl U TBOM POJIUTENN IIAHUPYETE
MIPOBECTH KaHUKYJIBI;

3amuiiai CBOI permyTaluio - IepKH €€ B YUCTOTE U 3a7aBail cebe BOIpOcC: XOTen Obl
ThI, YTOOBI JAPyTrUe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [lomymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMTUCATh U 3arPy3HTh;

Ecau TeI roBOpHIIIE € JIFOJBMU, KOTOPBIX HE 3HACIIIb, HE UCTIONB3YH CBOE peaIbHOE UMSI
U APYTYIO TUYHYIO HHPOPMALIMK: UMS, MECTO KHUTEIhCTBA, MECTO Y4eObl U MPOYEE;
N3zberaii pazmenienus ¢potorpaduii B UaTepHETE, T/1€ THI M300paX€H HA MECTHOCTH,
10 KOTOPOI MOKHO ONPEIETUTh TBOE MECTOIOIOKEHHUE;

[Ipu perucrpanuu B COIUANTBHON CETH HEOOXOAMMO MCIIOIB30BaTh CIOXKHBIE TTAPOJIH,
cocrosimue u3 OykB U U}p U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;

JI1st conManbHOM CETH, MOYTH U APYTHX CAaWTOB HEOOXOIMMO HCIOJIH30BaTh Pa3HbIE
napoiu. Toraa eciau Te0st B3IOMAOT, TO 3JI0YMBIIIJICHHUKH MOTy4YaT JOCTYH TOIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DnekmponHbvle OeHbU

DNeKTpOHHBIE JEHBI'M — ATO OYEHb YJIOOHBINA CTIOCO0 TIATEXeH, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHbIH.

DNEeKTPOHHBIE JIEHBIU MOSBUIUCH COBCEM HENABHO M MMEHHO H3-3a 3TOr0 BO MHOTHUX
rocyAapcTBax 70 CUX MOpP He MPOMUCAHO PO HUX B 3aKOHAX.
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B Poccun jxe onM pyHKIMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, TJI€ UX Pa3AeiaioT
Ha HECKOJIbKO BUJIOB — AHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH onepanuu 0e3 wuaeHTU(UKALWK [OJb30BaTeNsi, a B
HEAaHOHUMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISICTCS 00S3aTEIILHOM.

Taxoke cienyer pa3inyarh 3JCKTPOHHBIE (UAaTHBIC JACHBIH (paBHBI IOCYIAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEQHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3IEKTPOHHBIMU JIEHbIaMHU:

1. IlpuBsku K cyeTy MOOMJIBHBINA TenedoH. DTO camblil yJOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3anHHblii TesnedoH MOMOXKET, eciau 3adyaeulb
CBOU IUIATEKHBIN MapoJib WK 3aiJC1Ib HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

2. Hcnonw3yii ogHopazoBsle naposu. [locie nepexosia Ha yCUIIEHHYIO aBTOPHU3aLHIO Te0e
y>Ke He OyJIeT yrposkaTh OMaCHOCTb KPayKu WK NepexBaTa IJIaTeKHOTO apoJis;

3. Boibepu cnoxubiii mapoisib. IIpecTtynmHukam OyAeT He MPOCTO yraaarh CIOXHBIH
napoib. HaznexHsle mapoiaym — 3To MapoJid, KOTOpPBIE CoiepKaT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbBIE U MPONUCHBIE OYKBBI, IIU(PPHl U HECKOJIbKO CHMBOJIOB,
TaKWe KakK 3HaK J1ojuiapa, pyHra, BOCKIHUIATENBHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HAa caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHCl}l nodyma

DJNEeKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U MPEIOCTABISIEMbIE €10 YCIYTH 10 MEePEChUIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOLIEHHM, KOTOpBIE pacHpeiessiioTcs B KOMIBIOTEPHOH CEeTH.
OOBIYHO ~ DJIEKTPOHHBIM  MOYTOBBIM  SAIIMK  BBIDJISIAMT — clegyommM  oOpas3oM:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Iepefadyd MpOCTOro TEKCTa, HMeEeTCs
BO3MOYKHOCTb Iepe/iaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30MacHol paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJITHAKO JIy4YIle JOBEPSATh TEM, KOTO 3HAellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBail B TW4YHON moure nu4Hy0 uH(opmanuio. Hanpumep, nydine BEIOpaTh
«My3BIKaTBHBIN _(panaT@» wim «pok2013» BMecTo «temal3y;

3. Hcmonp3yi IByXdTalHYO aBTOPU3AIIMIO. DTO KOTJa TOMUMO MapoJisi HYy’KHO BBOJUTh
KO/JI, MPUChIIaeMbIi 10 SMS;

4. BpiOepu CIOXHBIN mapoib. J[7s KaXIOTro MOYTOBOTO SIIMKa JOKEH OBITH CBOM
HAaJIeXKHBIM, yCTOMYHBBINA K B3JIOMY I1apOJIb;

5. Ecnu ectp BO3MOXHOCTh HamucaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHONB3YH 3Ty
BO3MO>XHOCTb;

6. Hcmonp3yil HECKONBKO IMOYTOBBIX SIIMKOB. [lepBBIi UIs YacTHON MEpPEnucKd C
azpecaTaMM, KOTOPBIM Thl JOBEpsielllb. OJTO JJIEKTPOHHBIA ajgpec HE HaJo
MCIOJIb30BaTh MIPU PETUCTpalNK HA GOopyMax U caiTax;

7. He oTkpsiBail ¢aitiibl U Ipyrue BIOKEHHs B MHUCbMaXx JakKe €CIM OHU MPUIILTU OT TBOUX
npy3sei. Jlydiiie yToO4HU y HUX, OTIPABIISUTH TU OHU TeOe ATH (paiiisr;

8. Tlocne okoHYaHWst pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJKH C CAHTOM
He 3a0y/b HaXKaTh Ha « BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo

KubepOymmuur — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOpPOJICHUS,
arpeccuio, 3alyruBaHKe; XyJIUTAaHCTBO, COLMAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3TMUHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00PBHOE ¢ KHOSPOYIITUHTOM:

1.

N

o

He Opocaiicst B 60ii. JIydmmii cmoco0: mocoBeToBaThCS Kak ce0si BECTH U, €CIIU HET
TOT0, K KOMYy MOXXHO OOpaTUThCS, TO BHayalle yCIOKOUThCS. Eciaum Thl HayHeIb
OTBEUYaTh OCKOPOJCHHUSAMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBIINe Pa30KKeIllb
KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanueii;

AHOHUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu xynuranckuii 06pa3 BUpTyalbHO xu3HU. HTepHEeT ukcupyer Bce
TBOM JICWCTBUS U COXPAHSCT UX. Y AAUTh UX OyJeT KpallHe 3aTPYyIHUTEILHO;
Cobmroait cBOi BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHIYHBIN HeratuB. OHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHUS Ty dIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalacTcs Ha Ha4YallbHOM CTaIuu;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSMH, B COLIMAIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeeHHbIX
a/IpecoB;

Ecnu Th1 cBugerens kubepOymimnHra. TBou [NEHCTBUSA: BBICTYNUTh IPOTUB
IpecieaoBareisi, MoKa3aTb €My, YTO €ro JEWCTBHS OLIEHHWBAIOTCS HETraTUBHO,
MOAJEPKaTh JKEPTBY, KOTOPOM HY)KHA TICHUXOJOTHYECKas TOMOIb, COOOUIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Mobunvueiit meneghon

CoBpemeHHbIe cMapT(OHBI U TIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIbIN (PYyHKIIMOHA,
U TEnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHAPHBIMM KOMIbrOTEpaMu. OJHAKO, CPEICTB
3alUThI AJ1s TOJOOHBIX YCTPOICTB IMOKa OYeHb Majio. TecTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juisi I1K, To jxe camoe kacaeTcsi 1 MOOUIIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl yxKe MPAaKTUYECKH JAOTHAIM HACTOJbHBIE aHAlIOTH,
OJIHAKO pacmMpeHre (yHKIMOHAA BjeYeT 3a CO00M OOJBIIYI0 CJIOKHOCTh M MEHBIIYIO
3aIUIIICHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 11 0€30IMaCHOCTA MOOMIIHHOTO TeedoHa:

1.

ok ow

Huuero He sBnsieTcs no-HacrosmemMy OecriiaTHbIM. byib ocToposkeH, Beab Korja Tede
npeajaraT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHWe-TO IJIaTHbBIE
yCIIyTH;

Hywmaii, npexne ueM otnpaBuTh SMS, ¢oto mnu Buaeo. Tol TOUHO 3HaeMIb, IJ€ OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamumMo 0GHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;

Vcnonb3yii aHTUBUPYCHBIE IPOTPaMMBI 17151 MOOMIIBHBIX TENIS()OHOB;

He 3arpy»xail npuI0’KeHUS OT HEU3BECTHOTO MCTOYHHUKA, BEIb OHU MOTYT COZEP/KATh
BPEIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHuE;
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6. Ilocie Toro Kak Thl BBIHCIIH C CaiiTa, TJ€ BBOJAWJ JHYHYIO HH(POPMAIIHIO, 321 B

HACTpOIKu Opay3epa u ynanu cookies;

[epuonnvecku npoBepsiii KaKue IUIATHBIC YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. aBaii cBOif HOMEp MOOMIIBHOTO Teie(oHa TOJBKO JIIOMSAM, KOTOPBIX Thl 3HACHIb U
KOMY JIOBEpsICIIIb;

9. Bluetooth momkeH OBITH BBIKIIIOYEH, KOTJIa THI UM HE MOjib3yemibes. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH 3TO.

~

Online uepot

CoBpeMEHHBIE OHJIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOUIME pPa3BICUYCHHUS,
00BEAMHSIIOIINE COTHHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccienyoT JaHHBIA UM MHUP,
00IIat0TCs IPYT € IPYTOM, BBINOJIHAIOT 331aHUs, CPAXKAOTCS C MOHCTPAMHU U MOJIy4YaloT OMBIT. 3a
YA0BOJIbCTBUE OHU ILIATST: MOKYIAIOT JUCK, OIJIAYMBalOT aDOHEMEHT WM MPUOOpETAOT KaKue-
TO OIILIHH.

Bce atu cpenctBa uMIyT Ha MOJJAEpKaHME W pa3BUTHE WIPHI, a TaKXKe Ha camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMbl aBTOPU3AIMHU, BBIMYCKAIOTCSA HOBBIC MaTYd
(undpoBbIe 3aMIaTKU AJISl IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OIIaCaTbCiA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO Kpa’Xu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETBI 10 0€30I1aCHOCTH TBOEIO UTPOBOI'0 aKKAYHTA:

1. Ecnu npyroit urpok BeneT cedst II0Xo WK co3AaeT Te0e HEMPUATHOCTH, 3a0JIOKUPYi
€ro B CIIUCKE UTPOKOB;

[Toxanyiicda aIMMHHCTpATOpaM WIPbl Ha INIOXO€ IIOBEIEHUE OTOr0 HIPOKa,
JKEJaTeIbHO IPWIOKUTh KaKUe-TO JOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3bIBail muunyto nHpopmaiuio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uuaibHble aTYH U MOJIBI;

Hcnons3yit ClOXKHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs UIPbl HE CTOMUT OTKJIHOYaTh aHTUBHUpYC. Iloka TwI urpaemb, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

N

Noohkow

Duwune uiu Kpaoaica TU4HblX OaHHBIX

OObIYHON Kpakel JeHer M JOKYMEHTOB CEerofHs y)X€ HHKOro He yauBHfillb, HO C
pPa3BUTHEM HHTEPHET-TEXHOJIOTUU  3JIOYMBILIICHHUKH IEPEMECTWINCh B WHTEPHET, W
IPOIOJIKAIOT 3aHUMAThCS «JTFOOMMBIM 1€TI0M.

Tax mosiBUSIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAs LENb
KOTOPOT'O COCTOMT B TOJYYEHUH KOH(UICHIMATbHBIX JAHHBIX MOJb30BaTENIE — JIOTMHOB H
naposeil. Ha anrnuiickom s3pike phishing unraercs xak ¢ummsar (ot fishing — priGHas o,
password — mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecim TeI momo3peBaemib, 4To TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATE €€ M COOOIIUTEH aIMUHUCTPATOpaM pecypca
00 3TOM KaK MOXKHO CKOPEE;

2. Hcnonw3yii 6e30macHble Be€0-CalThl, B TOM YHUCIIE, HUHTEPHET-Mara3nHOB U MOMCKOBBIX
CHCTEM;
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3. Hcrmonp3yit clokHBIE W pa3HbIe Tapoiu. Takum o0pa3om, eciii TeOsl B3JIOMAIOT, TO
3TOYMBIIIICHHUKH TIOJIy4aT AOCTYI TOJBKO K OJHOMY TBOEMY MPO(MUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B310OMaI, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBjeHbl y TeOsl B APY3bSX, O TOM, YTO TeOS B3JIOMAIU M, BO3MOXKHO, OT TBOETO

UMEHH OYJIeT PacchlIaThCs CIIaM M CChUIKU Ha (DUIITMHTOBBIE CAMTHI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHHUE Maposst B Opaysepe;

7. He oTkpsiBaii ¢aitiibl U Ipyrue BIOKEHHs B MUCbMaX Ja)Ke €CJIM OHU MPUIILTU OT TBOUX
npy3sei. Jlydie yTouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

o o

Lugpposas penymayus

[udposas permyranusi - 3TO HEraTUBHAS WM MO3UTHBHAs MH(GOpMAIHS B CETH O Tebe.
Komnpomerupyromas uHpopManus pa3MelIeHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU xu3HU. «L{udposas penmyramus» - 3TO TBOW UMUK, KOTOPBIHA
dbopmupyercst u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6LI, TBOC (1)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTH XapaKTepa
" pacCCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K IMyOJHKAaIMy JTUYHON HH(pOpMaIu B
HuTtepHeTe, He TOHUMAas BO3MOXKHBIX ITOCeICTBUN. ThI 1ake HE CMOXKEIIb IOTagaThCsi O TOM, YTO
¢dororpadus, pazMenieHHas 5 et Ha3aj, cTajia MPUIUHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AecTBUsI MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl X yAanuilb. Thl HEe 3Haelllb, KTO COXPaHUJI 3Ty UH(OpMAIHIO, Iornaja
JM OHA B IOMCKOBBIE CHCTEMbBl M COXpaHWJIACh JIM OHA, a TJIABHOE: YTO MOAyMaloT o Tebe
OKpYy’Karollee JIFOAM, KOTOpble HAaliAyT M yBUIAT 3T0. HaliTu mHpOpMaLnio MHOTO JIET CIYCTS
CMOJKET JTH000M — Kak U3 JoOpbIX OOy I€HUH, TaK ¥ C HAMEPEHUEM NIPUUMHUTD BPEI. ITO MOKET
OBITH KTO YT'OJTHO.

OcHOBHBIE COBETHI M0 3aIIuTe HU(PPOBOI pemyTaluu:

1. Tlomymaii, mpexnae 4eMm yTO-TO MyOJIMKOBaTh M mepenaBaTh y ceOd B Oiore uiau B
COILIMAJIbHOM CeTH;

2. B Hactpoiikax mpouis yCTaHOBH OTPaHWYCHHS HA TIPOCMOTP TBOETO MPOGHIIS U €ro
COJZIEPKMMOT0, C/IETIal €ro TOJIBKO «UIs ApY3ei»;

3. He pa3memaii 1 He yka3piBail HHPOPMAIUIO, KOTOPask MOXET KOTO-THO0 OCKOPOIISITH
WJIH OOMIKATh.

Aemopcxoe npaso

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHbIE TIOJIB30BaTENIN IIUPPOBOro MpocTpancTBa. OaHaKko
JTAJIEKO HE BCE 3HAIOT, YTO IOJb30BaHWE MHOTUMHU BO3MOXKHOCTSIMHU ITUGPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH «UHTEIJIEKTyallbHAsT COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jMYHBIM TBOPEHUSM
YEJI0BEUECKOro yMa, HauMHas ¢ HOBBIX M300pPETEHUH M 3HAKOB, 0003HAYAIOIMINX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIyTM , WM 3aKaHUMBas KHUTamH, (oTtorpadusimu, KUHOPUIBMaMH U
MY3bIKaJIbHBIMH ITPOU3BEACHUSIMHU.
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ABTOpCKHeE ITpaBa — 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAYyKH, JINTEpPAaTypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYNAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
MHTEJJICKTYalIbHBIM/TBOPUECKUN TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeIJIuBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPy[a, MOJYyYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 paspernieHus aBTopa He MOKET BOCIIPOU3BOIUTH €ro IPOU3BEICHUE, PACIIPOCTPAHSATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATE B 2dupe Wwin pa3Meniath B UHTepHere.

Vcnonb30BaHue «IUpaTcKOro» NporpaMMHOI0O 00ecriedeHusl MOKET PUBECTU K MHOTUM
pUCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKM TBOETO YCTpOMWCTBa, Ile
YCTAHOBJICHHBII He JleraiabHas nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopmane

CereBn4ok.p) — TBOW TJIABHBI COBETYMK B CETH. 3/IeCh THl MOXECIIb Yy3HaTh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIIHBIM $I3bIKOM, a MPU BO3HHUKHOBEHHH KPUTHUECKOMN
CUTyalluu OOpaTUTHCA 3a COBETOM. A TakKe MPUHATH YYaCTHE B KOHKYpCax U CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !


http://gimn-keg.ru/setevichok.htm

